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IDENTITY VERIFICATION FOR ONLINE
EDUCATION

CROSS REFERENCE TO OTHER
APPLICATIONS

This application claims priority to U.S. Provisional Patent
Application No. 61/750,275 entitled IDENTITY VERIFI-
CATION FOR ONLINE EDUCATION filed Jan. 8, 2013
which is incorporated herein by reference for all purposes.
This application also claims priority to U.S. Provisional
Patent Application No. 61/788,983 entitled EVENTING
ANALYSIS FRAMEWORK filed Mar. 15, 2013 which is
also incorporated herein by reference for all purposes.

BACKGROUND OF THE INVENTION

Individuals are increasingly engaging in online education
activities. Students taking such courses may do so for various
reasons (e.g., professional reasons, lifelong interests in learn-
ing, etc.) and invest significant effort into completing assign-
ments, exams, etc. in order to complete a course. However, it
can be difficult for the students’ accomplishments and efforts
in such courses to be recognized.

BRIEF DESCRIPTION OF THE DRAWINGS

Various embodiments of the invention are disclosed in the
following detailed description and the accompanying draw-
ings.

FIG. 1 illustrates an embodiment of an environment in
which identity verification for online education is performed.

FIG. 2 is a flow diagram illustrating an embodiment of a
process for identity verification for online education.

FIG. 3 illustrates an example of an interface as rendered in
a browser application.

FIG. 4 illustrates an example of an interface as rendered in
a browser application.

FIG. 5 illustrates an example of an interface as rendered in
a browser application.

FIG. 6 illustrates an example of an interface as rendered in
a browser application.

FIG. 7 illustrates an example of an interface as rendered in
a browser application.

FIG. 8 illustrates an example of an interface as rendered in
a browser application.

FIG. 9 illustrates an example of an interface as rendered in
a browser application.

FIG.10illustrates an example of an interface as rendered in
a browser application.

FIG. 11 illustrates an example of an interface as rendered in
a browser application.

FIG. 12 illustrates an example of an interface as rendered in
a browser application.

FIG. 13 illustrates an example of an interface as rendered in
a browser application.

FIG. 14 illustrates an example of an interface as rendered in
a browser application.

FIG. 15 illustrates an example of an interface as rendered in
a browser application.

FIG. 16 illustrates an example of an interface as rendered in
a browser application.

FIG. 17 depicts an example of a statement issued for
completion of a basic track of a course.

FIG. 18 depicts an example of a verified certificate issued
upon completion of the identity-verified track of a course.
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FIG. 19 depicts an example of a verified certificate issued
upon completion of the identity-verified track of a course.

FIG. 20A illustrates an example of a web-flow for identity
verification for online education.

FIG. 20B illustrates an example of a web-flow for identity
verification for online education.

DETAILED DESCRIPTION

The invention can be implemented in numerous ways,
including as a process; an apparatus; a system; a composition
of matter; a computer program product embodied on a com-
puter readable storage medium; and/or a processor, such as a
processor configured to execute instructions stored on and/or
provided by a memory coupled to the processor. In this speci-
fication, these implementations, or any other form that the
invention may take, may be referred to as techniques. In
general, the order of the steps of disclosed processes may be
altered within the scope of the invention. Unless stated oth-
erwise, a component such as a processor or a memory
described as being configured to perform a task may be imple-
mented as a general component that is temporarily configured
to perform the task at a given time or a specific component
that is manufactured to perform the task. As used herein, the
term ‘processor’ refers to one or more devices, circuits, and/or
processing cores configured to process data, such as computer
program instructions.

A detailed description of one or more embodiments of the
invention is provided below along with accompanying figures
that illustrate the principles of the invention. The invention is
described in connection with such embodiments, but the
invention is not limited to any embodiment. The scope of the
invention is limited only by the claims and the invention
encompasses numerous alternatives, modifications and
equivalents. Numerous specific details are set forth in the
following description in order to provide a thorough under-
standing of the invention. These details are provided for the
purpose of example and the invention may be practiced
according to the claims without some or all of these specific
details. For the purpose of clarity, technical material that is
known in the technical fields related to the invention has not
been described in detail so that the invention is not unneces-
sarily obscured.

Identity Verification Architecture

FIG. 1 illustrates an embodiment of an environment in
which identity verification for online education is performed.
In the example shown, online education platform 104 sup-
ports massive open online courses (“MOOCs”), in which tens
of'thousands (or other applicable numbers) of students (learn-
ers) can enroll, and participate, in the same course at the same
time.

In this example, a MOOC may be offered on an identity-
verified track (also described herein as a “signature” track) as
well as a non-identity-verified track (e.g., a “basic” or “regu-
lar” track of the course that may be offered to students for
free). While both tracks may run in parallel, with students in
either track completing the same coursework on the same
deadlines, the identity-verified track adds an additional layer
of authenticity to a student’s work by securely linking the
student’s coursework to the student’s real identity. As will be
described in more detail below, joining in an identity-verified
track of a selected course includes an enrollment/registration
phase in which various information is collected from a stu-
dent and used to verify the student’s real identity as well as
create a verified profile of the student. The collected enroll-
ment/registration information and created profile are then
stored, such that throughout the course (e.g., when the student
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submits an assignment), the student is challenged to provide
authentication information that is compared against the
stored enrollment/registration information in order to verity
their identity and authenticate the student’s coursework.

By being able to verify the identity of a student completing
the course and accurately attribute the student’s coursework
to the student’s real identity, verified credentials such as veri-
fied certificates and certifiable course records can be offered/
awarded to the student of the MOOC. The student can then list
his/her accomplishments on a resume or CV, direct other
entities, such as companies, friends, family, etc. to the verified
credentials, etc.

Additionally, because the identity of the student can be
verified, financial aid can also be awarded. For example, a
financial aid program can be provided that is designed to
provide students in all economic circumstances the opportu-
nity to earn verified certificates by participating in a course’s
identity-verified track. For example, the financial aid program
may be designed for students who face significant economic
hardship so that these individuals with genuine need may be
provided the opportunity to join a course’s identity-verified
track at no cost to them.

In some embodiments, in order to be eligible for financial
aid, the student submits an application and is required to
prove that the student meets a set of criteria. This can include
demonstrating significant economic need relative to the cost
of joining a course’s identity-verified track, demonstrating
that the verified certificate is of significant value to the stu-
dent’s/learner’s education or career, demonstrating values
consistent with those of the learning community, completion
of'the course (if the student is approved but does not complete
the course, the student may be ineligible to apply again), etc.
The financial aid can be provided on a course-by-course
basis, with links to applications for that course displayed on
the homepage for the identity-verified track of the course.

Returning to FIG. 1, students, using client devices 102,
connect to platform 104 via one or more network(s) 106
represented in FIG. 1 as a single network cloud. The students
can sign up for an account with the platform, which is, for
example, linked to the student’s email address. Students inter-
act with platform 104 to enroll in courses and receive instruc-
tions, such as through video lectures and handouts. As part of
taking a course, students also submit work, such as surveys,
quizzes, exams, homework, exams, assignments, etc.
Examples of client devices 102 include desktop computers,
portable computers, tablets, smartphones, and any other
appropriate electronic devices configurable to communicate
with platform 104 in accordance with the techniques
described herein.

In some embodiments, instructors can use client devices to
connect to platform 104 to provide course materials to plat-
form 104. Other entities, such as reviewers associated with
the platform, can also connect to the platform via client
devices, for example, to manually review information used in
verifying the identity of students (e.g., reviewing photo IDs
against provided headshots, comparing information listed on
photo ID documentation against collected personal informa-
tion, etc.).

In the embodiment shown in FIG. 1, when client devices
(e.g., any of devices 102) attempt to access course resources
provided by platform 104, they initially communicate with an
Amazon Elastic Loadbalancer (ELB) 110. The ELB distrib-
utes traffic across multiple Amazon EC2 instances (e.g.,
instance 112) which serve content to the client devices (e.g.,
via web frontends, native applications installed on mobile
devices, etc.). In some embodiments, databases such as data-
base 108 are used to store information such as account infor-

10

20

25

30

35

40

45

50

55

60

65

4

mation, personal information, profile information, collected
enrollment/registration and authentication information (e.g.,
keystroke biometrics, webcam headshots, webcam capture of
photo ID documentation), credentials (e.g., statements, veri-
fied certificates, certifiable course records, etc.), or any other
appropriate information. The storage of the data can also be
divided across multiple storage locations (e.g., using Amazon
S3). In some embodiments each course is associated with its
own database, which is used to store course content (e.g.,
submitted by instructors via an interface provided by instance
112), student information, student submissions, authentica-
tion information submitted with the student submissions
(which may be used to authenticate the submissions), etc. In
some embodiments, multiple databases are used, as appli-
cable. For example, when storing enrollment/registration
information collected during an identity-verified track enroll-
ment/registration phase, separate databases can be used for
storing different types of enrollment/registration information
such as keystroke profiles, headshot photos, photo ID docu-
mentation captures, etc. In some embodiments, platform 104
is also configured to host information, such as course records.

Platform 104 as shown in FIG. 1 is implemented using a
scalable, elastic architecture. When platform 104 is referred
to as performing a task, such as storing data or processing
data, it is to be understood that a sub-component or multiple
sub-components of platform 104 (whether individually or in
cooperation with third party components) may cooperate to
perform that task. Further, certain tasks may be distributed
such that a given task is accomplished by multiple instances
of'a component depicted in FIG. 1 as a single component. In
some embodiments, online education platform 104 com-
prises a single device, such as a standard commercially avail-
able server (e.g., with a plurality of multi-core processors,
16+Gigabytes of RAM, and one or more Gigabit network
interface adapters) and runs a typical server-class operating
system (e.g., Linux).

Support for identity verification by platform 104 allows
students to have their identities verified when enrolling in a
course and also allows for their identities to be verified
throughout the duration of the course (e.g., when submitting
coursework) to verifiably demonstrate that they have fully
participated in the course. Identity verification also allows the
students to securely link their coursework to the real identity,
adding an additional layer of authenticity to their accomplish-
ments in completing a MOOC. By offering identity-verified
tracks for courses, students can also receive verified creden-
tials such as certificates that are accurately attributed to their
real identity.

Example Workflow and Platform Architecture

In some embodiments, identity verification is performed in
accordance with a workflow that includes the following two
phases:

1. Enrollment/Registration Phase: In this phase, a student
enrolls in a course which offers an identity-verified track. Ifit
is the first time that a student has enrolled in an identity-
verified track for a course, as part of the enrollment process,
the student registers with the MOOC platform and creates an
identity-verified profile for his/her account (e.g., via a web
front-end enrollment/registration interface provided by plat-
form 104, a native application installed on a mobile device, or
any other appropriate front-end interface). The information
collected during this phase is used to verify the identity of the
user enrolling in the course. In various embodiments, creating
an identity-verified profile includes prompting the student to
type a phrase in order to create a profile of the student’s
unique typing pattern, prompting the student to provide a
headshot via a webcam, prompting the student to provide a
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webcam photo of an ID document associated with the student,
prompting the student to enter personal information about
themselves, and/or other prompting for other appropriate
identity information. In some embodiments, the enrollment/
registration phase includes confirming the student’s identity
using the various collected pieces of information

2. Authentication Phase: In this phase, the student authen-
ticates his/her identity with each piece of coursework (e.g.,
quizzes, exams, homework, assignments, etc.) that the stu-
dent submits. The student can authenticate his/her identity to
sign his/her work by typing an authentication phrase and
matching keystroke biometrics against a phrase such as the
phrase typed during the enrollment/registration phase or by
taking a webcam photo of the student’s face, which can be
verified against the webcam photo taken during the enroll-
ment/registration phase.

Details regarding embodiments of the above phases will
now be described.

1. Enrollment/Registration Phase:

During the enrollment phase for an identity-verified track
of'a course, a student is prompted to register (if they have not
already done so) with a MOOC platform to create an identity-
verified profile that is linked with the student’s account. The
profile will include information collected from the student
that will be used to verify the identity of the student enrolling
in the course, as well as be used to authenticate the identity of
the user throughout the duration of the course (e.g., when
submitting coursework). Examples of interfaces (e.g., web
front-end interfaces provided by platform 104) used to collect
information in order to create the profile are shown below in
conjunction with FIGS. 3-9.

In some embodiments, the identity-verified track runs in
parallel with the basic/non-certified track for the course, and
the student will complete the same coursework on the same
deadlines as all other students on the non-identity-verified
track the course.

In some embodiments, the student is permitted to join the
identity-verified track within a specific join period, which can
represent a time window (e.g., two weeks from the start of the
course) in which the student can enroll in the identity-verified
track (e.g., upgrading from a basic course track). After the
joinperiod is over, the identity-verified track will no longer be
available for the course. Notifications can be provided to
students warning them that the identity-verified track join
period for the course is about to close. For example, on a
homepage of the course, banners, a countdown, etc. can be
displayed indicating the remaining number of days left to join
the identity-verified track. In some cases, a student is allowed
to join the identity-verified track for the course after submit-
ting coursework during the join period (e.g., student is
reminded about deadline to join identity-verified track when
submitting an assignment).

In some embodiments, enrollment in the identity-verified
track is specific to a particular course, and enrollment in the
identity-verified track for one course does not carry over to
other courses (i.e., the user is enrolled in the identity-verified
track of only the course that they are signing up for, and must
sign up separately for the identity-verified tracks of other
courses).

A. Creating an Identity-Verified Profile Sub-Phase

During the enrollment process, an identity-verified user
profile is created for the user. During this phase, the student is
prompted to provide a set of information in order to generate
an identity-verified profile. Personal information/data pro-
vided to platform 104 is securely encrypted during transmis-
sion.
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In some embodiments, the profile is included as part of the
student’s account, and is stored as long as the student has the
account, such that the profile only needs to be created once.
For example, if the student has previously created an identity-
verified profile (e.g., having previously joined the identity-
verified track for another course), then the student is not
required to go through the profile creation process again (i.e.,
the student has previously registered with the MOOC plat-
form and created an identity-verified profile), and can instead
be directed, for example, to a payment screen to pay for
joining the identity-track of the course of interest. For
example, suppose the student has previously enrolled in the
identity-verified track of Calculus 101, and has gone through
the registration process and provided information to create an
identity-verified profile. If| later on, the student would like to
sign up for the identity-verified track of Art 101, because the
student already successfully completed the identity-verified
track registration process, the student is not required to reen-
ter the information and can instead be directed to the payment
screen to pay to be enrolled in the identity-verified track for
Art 101 (i.e., the same registered/identity-verified profile for
the student can be used for multiple identity-verified track
enrollments). In some embodiments, registration and creation
of an identity-verified profile for a student is performed inde-
pendently of enrolling in a course.

In some embodiments, registration and creation of the
identity-verified profile is be associated with a series of
requirements for the student, such as access to a computer
with a working webcam, a computer running a supported
browser, possession of an acceptable photo ID document, etc.
If the requirements are met, the student is able to create an
identity-verified track profile using the following the steps
described below.

The various verified profile creation sub-phases described
below can be performed in any appropriate order.

1. Creating an Identity-Verified Phrase Sub-Phase

In this sub-phase, the student’s unique typing behavior and
personal typing pattern (which is unique for individuals, for
example, on a millisecond scale) is captured/recorded and
linked to the student’s identity. The student can be prompted
to type a short sentence provided by platform 104 (e.g., an
honor code statement), allowing for a typing profile of the
student’s unique typing pattern to be captured (i.e., capturing
keystroke biometrics for the student). For example, the stu-
dent can be prompted to type the text of a provided phrase into
a special field, in which platform 104 will learn to recognize
the unique typing pattern of the student. In some embodi-
ments, multiple typing samples (e.g., multiple entries of the
same phrase) are requested from the student in order to
improve recognition of the typing pattern. For example, the
student may be required to type the provided phrase at least
two times in order to create an accurate initial typing profile of
the student’s typing pattern. In some cases, if the student’s
submission is significantly different from the prompt, the
student may be asked to try typing in the phrase again. A
recommendation may also be made to the student that the
student should use the same style of keyboard to create the
profile that the student plans to use throughout the course (i.e.,
for consistency). For example, if the student uses a regular
keyboard during enrollment, but a tablet during coursework
submission, the typing pattern captured between the two
phases may not match, and a recommendation can be made to
the student to always use the computer keyboard when sub-
mitting coursework.

In some embodiments, the phrase that the student is
prompted to type is provided by the MOOC platform operator
(e.g., by platform 104). In other embodiments, the student is






